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Abstract

This paper addresses the consensus problem in multi-robot systems subject to time delays, unknown nonlinearities, and
cyber-physical attacks. To effectively handle uncertainties and mitigate the adverse effects of malicious disruptions, a
Type-3 fuzzy logic system is introduced to construct a robust hybrid control framework. The considered network is
exposed to sensor attacks, actuator attacks, and Byzantine disruptions, where particular emphasis is placed on mitigat-
ing sensor and actuator attacks. The proposed controller is designed to achieve two main objectives: minimizing the
consensus error among robots and maintaining balanced update behavior during communication processes. Further-
more, a constrained control strategy based on Model Predictive Control (MPC) is incorporated to optimize resource
utilization and enhance system security. By embedding security constraints into the MPC formulation, the proposed
approach effectively reduces the influence of sensor attacks on the networked robots. To validate the effectiveness of the
developed framework, the Duffing-Holmes chaotic system is employed as a benchmark model, demonstrating improved
performance under communication delays and cyber-physical disturbances. In addition, Lyapunov-Krasovskii func-
tional analysis combined with Linear Matrix Inequalities (LMIs) is utilized to establish the convergence and stability
conditions of the multi-robot network. Finally, extensive simulation results are provided to verify the theoretical find-
ings and demonstrate the robustness and effectiveness of the proposed strategy under attack scenarios and time-delay
conditions.

Keywords: Multi-robot systems, consensus control, cyber-physical attacks, Type-3 fuzzy logic, model predictive control
(MPC), time-delay systems, byzantine fault tolerance, duffing-Holmes chaotic system.

1 Introduction

Multi-robot networks have emerged as a promising paradigm for intelligent and autonomous systems, enabling coop-
erative decision-making, distributed coordination, and efficient execution of complex tasks. However, communication
delays, unknown nonlinearities, physical constraints, and cyber-physical attacks can significantly degrade networked
robotic performance, creating a strong need for secure and resilient control strategies. Recent advances in intelligent
modeling and adaptive robotic technologies have improved the capability of robotic systems to handle uncertainty and
achieve flexible operation, but the effects of communication constraints and malicious attacks on distributed consensus
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remain largely unexplored [4, [42]. Multi-agent exploration and physically adaptive millirobots have demonstrated effec-
tive coordination and manipulation capabilities, yet their frameworks do not address secure networked consensus under
delays and adversarial disturbances [16, 53]. Delay-aware coordinated tracking using event-triggered communication
and MPC has improved control efficiency and resource utilization, but the simultaneous presence of unknown nonlin-
earities and multiple cyber-physical attacks has not been considered [3I]. Event-triggered security control, advanced
robotic mechanisms, and robust neural-network-based tracking have enhanced resilience against DoS attacks, physical
uncertainties, and disturbances; however, their application to delayed multi-robot consensus under combined attack
scenarios remains limited [5], I8, 21]. Robust constraint-following and adaptive dynamic programming have further
strengthened control performance for uncertain robotic and nonlinear systems, but distributed consensus with commu-
nication delays and simultaneous sensor, actuator, and Byzantine attacks remains insufficiently investigated [I1], 28].
Intelligent robotic systems increasingly rely on optimization, learning, and adaptive control to improve autonomy,
flexibility, and reliability. Real-time motion planning and multimodal intelligence have enhanced robotic adaptability
and decision-making, but their application to delayed multi-robot consensus under cyber-physical attacks remains lim-
ited [34, 59]). Adversarial learning methods have also strengthened privacy protection against malicious manipulation,
yet they do not address resilient coordination and consensus in networked robotic systems [6]. Neural-network-based
computation and transformer-based reinforcement learning have shown potential for robotic control and intelligent
decision-making; however, communication delays, unknown nonlinearities, and multiple attack mechanisms are not
jointly considered [20] 52]. Event-triggered adaptive control and unsupervised monitoring can improve communica-
tion efficiency and system supervision, but their applicability to secure multi-robot consensus remains limited [37],
[40]. Fuzzy fault-tolerant control, adaptive safety control, and reinforcement learning have improved robustness against
delays, faults, uncertainties, and emergency conditions; nevertheless, simultaneous sensor, actuator, and Byzantine
attacks in networked robots remain insufficiently addressed [9], 19 45]. Predictive fault diagnosis and sample-efficient
reinforcement learning have improved system monitoring and learning efficiency, but they do not directly resolve secure
distributed consensus under delayed and adversarial communication [2 25]. Multi-sensor fusion has enhanced sensing
and intelligent assistance in robotic applications, although secure coordination under malicious disturbances is not
considered [55]. Cooperative reinforcement learning, adaptive fuzzy control, and event-triggered fuzzy consensus have
strengthened intelligent decision-making and uncertain multi-agent regulation, but a unified treatment of communica-
tion delays and multiple cyber-physical attacks is still lacking [27] [36] 49]. Resilient adaptive dynamic programming and
autonomous robotic path planning have improved networked control and navigation performance, yet combined sensor,
actuator, and Byzantine attacks within delayed multi-robot consensus remain unexplored [48] 58]. Robust H2/Hoo and
data-driven sliding-mode methods provide effective disturbance rejection and uncertainty compensation, but they do
not simultaneously address unknown nonlinearities, communication delays, and multiple attack types in multi-robot
consensus [14, [47]. Privacy-preserving consensus and cooperative robotic systems have improved information security
and coordination, but they do not simultaneously address communication delays, unknown nonlinearities, and cyber-
physical attacks in multi-robot networks [22] [26]. Fuzzy adaptive force control has enhanced robotic performance under
uncertain environments, while neural adaptive control and intelligent obstacle detection have strengthened robustness
and perception; however, their application to secure distributed consensus remains limited [30} [33], 50]. Learning-based
imaging, semantic grasping, and programmable soft-robotic structures have advanced information processing, manip-
ulation, and physical adaptability, but network-level security and cooperative consensus are not considered [3] 23 [51].
Constraint-based servo control and safe human-robot motion planning have improved tracking and operational safety,
yet cyber attacks and resilient multi-robot coordination remain outside their scope [8] [39]. Complex dynamic modeling
and safety-critical reinforcement learning have addressed uncertain dynamics and obstacle avoidance, but delayed and
attack-resilient multi-robot consensus has not been investigated [32,[46]. Magnetically actuated millirobots have demon-
strated flexible multimodal manipulation, although networked coordination and attack resilience remain unexplored [15].
Path planning and sensor calibration have improved autonomous navigation and measurement reliability, but do not
address combined uncertainty and cyber-physical threats in cooperative robotic systems [54} [60]. Neural-network-based
sliding-mode control and information-propagation models have strengthened robustness and system analysis, yet dis-
tributed consensus under delays and malicious disturbances remains unaddressed [35], [44].

Fractional-order fuzzy synchronization with time-varying delays, advanced legged-robot control, and wireless power-
transfer technologies have enhanced nonlinear regulation, mobility, and autonomous operation, but they do not pro-
vide an integrated solution for secure multi-robot consensus [13, B8, 43]. Anonymous formation control and faulty-
substructure detection have contributed to secure coordination and network fault identification, although simultaneous
sensor, actuator, and Byzantine attacks remain insufficiently considered [12, [24]. Structural optimization and behavioral
modeling have improved engineering-system performance, but their application to delayed and attack-resilient multi-
robot consensus is limited [29] 41]. Cooperative positioning has strengthened distributed localization for underwater
robots, yet unknown nonlinearities and adversarial disturbances are not addressed [7]. Predictive control and variable-
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morphology soft robotics have improved maneuverability and adaptability, but secure networked consensus remains
unexplored [I, [T0]. Robust constraint-following, fuzzy uncertainty compensation, and robotic posture optimization
have enhanced nonlinear control and physical performance, but communication delays and multiple cyber-physical at-
tacks are not jointly considered [I7, 56, [57]. Overall, existing studies largely address individual aspects of uncertainty,
communication, physical robustness, or security. In contrast, the proposed framework jointly considers time delays,
unknown nonlinearities, sensor attacks, actuator attacks, and Byzantine disruption through an integrated Type-3 fuzzy
logic and security-constrained MPC strategy, aiming to enhance consensus accuracy, attack resilience, stability, and
control-resource utilization.

The resulting control policies ensure a seamless trade-off between coordination efficiency and system feasibility under
real-world constraints. An innovative event-triggered strategy based on adaptive switching thresholds is devised, al-
lowing control updates only when necessary, thus significantly reducing communication overhead. Under decentralized
communication settings, a finite-time distributed observer is formulated to estimate the leader’s motion state accu-
rately. To handle uncertainties and external perturbations, fuzzy logic systems are employed to capture unmodeled
nonlinearities, and disturbance observers are designed to compensate for both environmental disturbances and internal
estimation errors. The developed approach guarantees that all closed-loop signals remain bounded while effectively
suppressing elastic deformations, ensuring the coordinated and reliable behavior of flexible multi-robot systems even in
dynamic and uncertain environments.

Motivated by the above discussion, we wind up following the main contributions in this paper,

1. A hybrid control architecture is developed that combines a Type-3 fuzzy logic system with a predictive control
structure. This design specifically addresses the challenges posed by unknown nonlinearities, time delays, and targeted
sensor and actuator attacks within multi-robot systems.

2. The proposed control strategy incorporates real-time security constraints into a Model Predictive Control (MPC)
formulation. This allows the system to minimize consensus errors while actively mitigating the influence of sensor
falsification and actuator interference, ensuring reliable decision-making under adversarial conditions.

3. Theoretical guarantees of system stability and consensus are established using Lyapunov-Krasovskii functional meth-
ods and Linear Matrix Inequality (LMI) analysis. To demonstrate the controller’s effectiveness, simulations based on
the Duffing-Holmes chaotic system are presented, validating performance in the presence of cyber-physical disturbances
and communication delays.

4. A major strength of the proposed hybrid control architecture lies in the effective integration of Type-3 fuzzy logic
with model predictive control. The Type-3 fuzzy logic system can accurately approximate unknown nonlinear behaviors
and represent higher-level uncertainties, while the MPC component computes optimal control inputs subject to system
constraints and reduces the influence of sensor and actuator attacks. Together, these two methods provide stronger
robustness, higher consensus precision, and more secure and stable operation even in the presence of time delays and
adversarial disturbances, offering better performance than using fuzzy control or MPC alone.

1. Section[I] presents a detailed discussion on Type-3 Fuzzy robots, we also present the previous research contribution
for the stability of robotic control systems.

2. Section [2| presents the preliminary definitions, communication strategy using graph theory, formation of the
problem, approximation error, and consensus error for robots.

3. Section [3] presents the effect of sensor attack and actuator attack on robots under the necessary conditions.
4. In Section [d we developed the Type-3 Fuzzy logic controller, which is a robot controller under all uncertainties.

5. Section [5] provided the model predictive controller for the estimated control signals, calculated all results, and we
proved the model,s stability by using Lyapunov functional and Linear matrix inequality.

6. In Section [6] we present the numerical simulations to prove the above theoretical results and set up MATLAB
simulations.

7. In Section [7, we make conclusions for this paper.
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2 Preliminary actions and definitions of problems

2.1 Graph theory according to multi-robotics

To model the relationship between individual robots within a system, graph theory is used: G = (v,¢) where nodes
(v) represent each robot and edges (£) represent the pathway or connection between them, where v = { 0,1,2,... } are
nodes set. Where ¢ C v X v is a set of edges. where (I;m) € v x v (robot-1 can obtain data from robot-m) and ¢=
[oim] € R¥*™ the adjacency matrix and it is define as ;= 0 and ¢y, § 0 if (Lm) € € and ¢, = 0 otherwise.

2.2 Problem formulation

The 1-th robot has given dynamics which are shown in Figure . This can be written as
af(u+1) =h(a(u—T)) + ki(ai(u—T))v(u) Il = 1..w. (1)

Where unknown functions h;(a;(u — T')) and kj(a;(v — T')) are estimated by the network with hint of Type-3 FLSs as

El(al,uhl) and El(al,ukl) , where pp; and pg; are tunable parameters of /}Zl(al,lllhl) and El(al,u;d), respectively. The

Eq. becomes:
a(u+ 1) = hy(ar, pr) + ki(ag, prr)vr(u), 1= 1..w. (2)

Where v;(u) is the control signal that can be changed to v;(u) = v1;(u) + vo(u).v1;(u). Can be formulated as

v (u) = & a(w), () [~ ha(ar (w), o (w) + agag (). (3)
Where «; is a matrix written as
0 1 0
= ° S (4)
0 0 1
—Ma —M2 - —MNip

Where n;,m,m = 1,...,p are constant and p is the number of robots, according to the Hurwitz stability criterion, is
fulfilled. As a result, the behavior of the [ — th robot is shown.

ay(u+1) = oqay () + vz (u) + [Paar(u —T)) = hy(ar(u), nr () + ki(ar(w — T)) = ky(a (), e (u))v(w)],
where [ =1,2...w.

()

S

1) j @
4 Robot-1 j
Robot-w Robot-2

S 85 &

Robot-5 Robot-4 Robot-3

Figure 1: Structure of robots with Type-3 Fuzzy MPC Controller.
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2.2.1 Approximation error

By using the approximation error as

Bi(w) = [har(u —T)) — filan(u), pna(w)) + ki(ar(u — T)) — ky(ag(w), p (w)or (). (6)

It takes the form of

ai(u+1) = aqay(u) + Bi(u) + o (u), 1=1..w. (7)
Where v; = [0, ...,1]". Then, AE can be written as
Bi(u) = agai(u —e). (8)

Where e is an unknown but bounded constant delay, and ag € R™ ™ is a known constant matrix representing the
approximation error dynamics with compatible dimensions Eq.
By substituting Egs. and , we obtain:

ai(u+1) = qqa;(u) + aga(u —e) + yvg(u), 1 =1..w. (9)

2.2.2 Consensus error

The consensus error is defined as:
1(u ar(u " mE 1 Pimam (U), W,

We consider Eq. @ and Eq. , and we obtain:

1 &
dl(u—|—1)=al(u+1)—a Z ﬂl,nal(u+1), l=1..w.

m=1

1 w
= qia;(u) + aga(u — e) + yvo(u) — P Z Vi (Cm G (1) + Qem@m (U — €) + YmVam(w))- (11)
m=1

Where coefficient ¥, are taken from adjacency matrix ¢.

3 Sensor and actuator attacks

In cyber-physical robotic systems, sensor and actuator components interact closely with the underlying physical pro-
cesses, making them vulnerable to malicious interventions. When such systems are subjected to adversarial conditions,
particularly in multi-robot or networked robotic frameworks, it becomes essential to ensure stability and robustness
against potential attacks.

To characterize these threats, the sensor attack is represented as:

da(u, ar(u)), (12)

while the actuator attack is modeled as:
da(u, ar(u)). (13)

To more accurately capture realistic cyber-physical attack scenarios, the sensor attack is formulated as a combination
of false data injection (i.e., corrupted measurements) and denial-of-service (i.e., intermittent data loss). In contrast,
the actuator attack is modeled as adversarial perturbations directly affecting the control inputs. All attack signals are
assumed to be bounded, ensuring analytical tractability.

If d5(u,a;(u)) and d5(u,a;(u)) are nonzero then the dynamics of | — th robotics is expressed as. If a sensor attack is
added to the multi-robot [ — th dynamics, then Eq. can be rewritten as:

aj(u+1) = h(a(u—T)) + ki(a(u—T))v(u) + ds(u,a(u+ 1) u >0 and I = 1..w. (14)

Where dz(u, a;(u + 1)) is a sensor attack on multi robotics where a;(u + 1) represent the dynamics of [ — th robots
If 05(.,.) # 0 then the sensor attack can be seen in the dynamics [ — th of the robots, or if d5(.,.) = 0 then the dynamic
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system [ — yh remains unchanged.
Also, if
The control signal vy (u) also gets changed by the attack, so it can be described as.

U (u) = v (u) + da(u, ay(w)) u>01=1.w. (15)

Where v;(u) is control signal and ¢;(u) is control signal with actuator attack and d5(.,.) is actuator attack capture on
control signal. If §;(.,.) # 0, then the multi-robotic control signal gets the actuator attack and it has to be stabilized,
while if 5(.,.) = 0, then 9;(u) = v;(u)

The control signal for the multi-robot system is designed as

v (u) = vy (u) + vor(w).v(u).

Which was written as Eq. If dz(.,.) # 0, then Eq. becomes.

a1 (u) = k; Mg (), g (w) =R (ar(w), () + cqar(u)] + 8a(u, ar(w)) w >0, 1=1..w. (16)

Where a; is explained in matrix Eq. due to which the Hurwitz stability criterion is satisfied.
If 05(u, a;(u)) and 0z(u, a;(u)) are zero, then the ! — th dynamics of multi-robotic will continue as.

4 Type-3 fuzzy logic systems (FLS).

The Type-3 Fuzzy Logic System describes the uncertainty of the model using bounded membership functions with r,
and 7; as parameters, in addition to the interval output rules [Cf,( f]' All these elements contribute to the overall

uncertainty set of the system.

e To improve clarity, all variables used in this section are defined here.
e The input variable a;(u) represents the system state of the [-th robot, where I =1,2,...,p.
e Each input is associated with fuzzy sets characterized by:

— center J"
— width A]?

e The parameters 7; and r, denote the upper and lower uncertainty levels of the membership functions, respectively.

e Bach fuzzy rule is indexed by f = 1,2,..., N, and its output is defined by an interval with lower and upper
parameters ¢ p and (.

e The rule activation is determined using membership values, resulting in upper and lower firing strengths.
e The final output is obtained by combining all rules using a weighted average.

e The parameters are updated online using the approximation error, where \ represents the learning rate.

The uncertainty modeling in the proposed Type-3 Fuzzy Logic System can be explained as follows

In the proposed Type-3 fuzzy logic system, uncertainty is modeled at multiple levels to better reflect real-world con-
ditions. First, uncertainty in the inputs is represented using upper and lower membership functions, which provide a
range of possible values instead of a single precise value. The parameters r, and 7; control the spread of these functions
and determine the level of uncertainty considered. In addition, each fuzzy rule produces an output in the form of an
interval rather than a fixed value, capturing possible variations in system behavior. During rule evaluation, both upper
and lower firing strengths are computed, which further represent uncertainty in the rule activation process. Finally,
all rules are combined using a weighted average, ensuring that uncertainty is incorporated into the final output. This
multi-level approach enables the system to handle nonlinearities and disturbances more effectively. A Type-3 Fuzzy
Logic System is developed to approximate the unknown nonlinear dynamics of multi-robot systems suffering from un-
certainties and cyber-physical perturbations. To be able to explain the Type-3 Fuzzy Logic System in a comprehensible
way, lower-order fuzzy systems are first reviewed. Subsequently, the Type-3 Fuzzy Logic System is illustrated as an
extension to the lower-order fuzzy systems.
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4.1 Type-1 fuzzy logic system (T1-FLS)

The first type (Type-1) is the simplest kind of fuzzy inference system. Every input variable has a value that is precisely
associated with a specific membership function ranging from 0 to 1. The value of membership functions for every input
is well-known and does not acknowledge any uncertainty in it. The inference engine is a set of rules that connect the
inputs and outputs. Although the Type-1 Fuzzy Logic System is easy to implement and calculate, the information
regarding the system is perfectly known to it. That is why it does not work well with noisy systems or with modeling
errors or some kinds of disturbing external factors.

4.2 Type-2 fuzzy logic system (T2-FLS)

Type-2 fuzzy logic systems try to overcome these limitations of Type-1 by including uncertainty directly within the
membership functions. An input is associated not with a single value, but with a range of possible membership values,
known as the footprint of uncertainty. This footprint helps to manage fluctuations in an environment and the effects
of noisy data more effectively. The inference stage also works with the upper and lower bounds of the membership,
making it more robust. However, the limitation is that Type-2 still assumes that the form of uncertainty is fixed and
cannot model any more complex or layered uncertainty.

4.3 Type-3 fuzzy logic system (T3-FLS)

The Type-3 fuzzy logic system (T3-FLS) expands on this notion by adding a further level of uncertainty. This is
because in a Type-3 Fuzzy Logic System, uncertainty doesn’t just occur within membership functions, but is modeled
over many levels. The result is that instead of having one footprint of uncertainty, the system comprises multiple levels
of uncertainty that account for the various ways in which the system can be assumed to behave, as determined by
adjustable parameters, which will, in turn, vary how narrow or wide uncertainty regions are.

Type-2 fuzzy logic systems (FLS) model uncertainty by incorporating fuzzy membership functions, whereas Type-3
Fuzzy Logic System further extends this capability by capturing multi-level uncertainty not only in the membership
functions but also in the rule consequent. As a result, Type-3 Fuzzy Logic System can provide more effective handling
of complex nonlinearities, uncertainties, and external disturbances.

4.4 Rule base and inference mechanism

Type-3 Fuzzy Logic System has a similar rule-based approach to a lower-order Fuzzy Logic System that links input to
output. The difference is that each rule is calculated over different levels of uncertainty, resulting in multiple responses
to a given input. These responses are weighted according to their relative uncertainties, both lower and upper bounds,
to capture as many variations as possible and allow the system to approximate more accurately.

4.5 Output representation

The final output of the Type-3 Fuzzy Logic System is obtained by aggregating the contributions of all rules across
all uncertainty levels. This aggregation reflects both the variability in the input data and the uncertainty in the
system model. By considering multiple uncertainty layers simultaneously, the Type-3 Fuzzy Logic System can produce
smoother and more reliable outputs, especially in highly nonlinear and uncertain environments.

4.6 Advantages of Type-3 fuzzy logic system in multi-robot systems

The Type-3 Fuzzy Logic System is used in this work due to it’s advantage in handling unknown nonlinear dynamics,
time-delay systems, sensor and actuator uncertainties, and cyber-physical attacks. Type-3 Fuzzy Logic Systems have
more comprehensive representation for uncertainty compared to type-1 and type-2 fuzzy systems, resulting in the
enhancement of approximation accuracy and robustness. So, it can be utilized to design secure consensus control in a
multi-robot system under an attack scenario.

Compared with Type-2 fuzzy systems, the proposed Type-3 fuzzy system captures uncertainty in both the membership
functions and rule consequent by generating interval-valued outputs. This leads to a tighter bound on the approximation
error. As a result, when integrated into the Lyapunov—Krasovskii framework, the derived stability conditions are less
conservative, offering enhanced robustness against time delays and cyber-physical attacks.

In recent developments, fractional fuzzy inference systems (FFIS) have been introduced to further improve the modeling
capability of fuzzy systems by incorporating fractional-order dynamics. Compared to conventional Type-2 and Type-3
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fuzzy systems, fractional fuzzy inference systems can offer enhanced flexibility and memory properties, which are useful
for capturing complex temporal dependencies. However, in this work, the Type-3 fuzzy logic system is adopted due to its
favorable balance between modeling accuracy and computational tractability, as well as its straightforward integration
with the proposed MPC-based control framework. The extension to fractional fuzzy inference systems-based control
systems is considered an interesting direction for future research.

Fractional fuzzy inference systems (FFIS) extend the inference mechanism by incorporating fractional-order concepts,
which can improve the modeling of complex system dynamics and uncertainties. While Fractional fuzzy inference
systems may offer performance benefits in certain scenarios, this work adopts a Type-3 fuzzy system because of its
stronger capability to represent multi-level uncertainties and its more suitable integration with the proposed MPC
framework.

The Type-3 Fuzzy Logic System (T3-FLS) is employed to effectively capture uncertainties in both the membership
functions and the rule consequents. Although higher-order fuzzy systems generally involve increased computational
complexity, a compact rule base along with simplified computational procedures is adopted to mitigate this issue.
As a result, the proposed controller achieves enhanced robustness against time delays and adversarial attacks without
significantly increasing the overall computational burden. Furthermore, the T3-FLS is utilized to approximate unknown
system dynamics. In this work, the conventional T3-FLS framework is further improved through the introduction of a
novel learning law. In addition, for the online modeling of each robot, two T3-FLS structures are employed to ensure
accurate and adaptive system representation.

this is explained as follows.

1. The inputs that are being used are a; | = 1...p.

2. If the m — th fuzzy set for a; is considered as fi;*. Then the associateship for ;" at the levels of 7, and 7; are
written as:
For upper associateship.

I IR TSN < J;
“\ T ) Wap —Qap <a s Jap
Nom = jar—Tap " ~ (17)
Hilm, 1— (A,:l if Jﬂzm <a < J,];n + Aﬁzm
‘0
0 if a; > Jﬂzn + Aﬁ'[m or aj S Jﬂ'l’" _éﬂlm
|a17‘]ﬂm‘ Lt . ~
- (Al if T — AR < ar < T
P T
N:m = lar—Jam | \ ™" . N 18
Ay, 1= <Au:zl if Jpm < ap < Jpm + Apm (18)
1
0if a; > Jﬁzm +Aggﬂ or a; < Jﬁ{” _éﬂgn

To avoid ambiguity, activation refers to the firing strength of each fuzzy rule, determined by the input variables
and membership functions, whereas the rule expression specifies the corresponding output of that rule. Eq. |,
as given in Eq. (18). represents the final aggregated output of the fuzzy system, obtained by combining the
contributions of all activated rules through a normalized weighted formulation.

Moreover, for lower associateship
1

alfJﬂm B .
1—( Aml) lfJﬁf"_éﬂZ”<al§Jﬁ?L

=iy

o

e

~~
—_
=)

L

N~m = a;—J;m —
Npm 1= Jpr .
e )1 - (A) if Jap < ay < Jp + By

A

0if a; > Jﬂ;n + Aﬂlm or a; < Jﬁzn _éﬂ;n

1
|alfJ~7n‘ It .
1-— <A.7il > lf Jﬁzﬂ 7éﬁ;‘n < a S J/]’"'-

N 1
1V pm - |a 7J~7n‘ L2 J—
Pl 1-— <l L > if Jpm— < ap < Jpm + Apm

0 if a; > Jﬁlm +Zﬁlm or a; < J,&;" _éﬁ;"



Hybrid fuzzy-MPC approach for secure consensus in time-delayed multi-robot networks under . . . 45

To improve the approximation capacity of a Type-3 fuzzy system, adaptive update laws are presented to adapt the
rule parameters online through approximation error. The parameters are adapted such that they would minimize
approximation error. This would help the system to learn the unknown nonlinear dynamics.

This adaptation process is designed to be compatible with the Lyapunov stability framework to keep the pa-
rameter estimations and the error terms bounded. When the system is combined with the MPC and LMI-based
controller, it can remain stable to reach consensus in the presence of unknown dynamics, time delay, and cyber-
physical attacks.

Where N / Npm and N Ngm. /—u m are upper and lower associateship for ji;* at the levels of r, and 7y where
Tt

Jpm s the center of Jgr and Ay and A are the distances from the left point and the right point right of Jj
o "

Also in a Type-3 Fuzzy Logic System, the membership degree (associateship) of an input is not represented by
a single value but instead by an interval bounded by upper and lower associateship functions, which capture
higher-order uncertainty. The upper associateship function represents the maximum (optimistic) membership
degree, while the lower associateship function represents the minimum (conservative) degree. These functions
are defined based on the fuzzy set’s center and spread, together with uncertainty parameters 7, and r,, which
determine the width and shape of the membership curves. In particular, 7; corresponds to the upper uncertainty
level and produces a wider, smoother membership function, whereas r, corresponds to the lower uncertainty level
and yields a narrower curve. These parameters satisfy 0 < r, < 7, ensuring that the lower associateship always
remains less than or equal to the upper associateship. Together, they form an uncertainty band that allows the
Type-3 Fuzzy Logic System to effectively capture nonlinearities, noise, and disturbances, including sensor and
actuator attacks in robotic and hydraulic systems.

. The rules activating at r,, 7, are written as:

f o —_ —
9” B Nﬁ?llrt N’D';l\??t Nﬁ?\p?t’ (21)
7‘)" R R R
O, =N iy, N iy, Nfﬁpg ’ (22)
f = n ~T n
@Ft B Mﬂl’llﬂ Eul\?’t Mﬂl\?ﬂ7 (23)
f —
@Tf - Eﬂ?ﬁ’t ' Eﬁ?f’t 7’]:’\?&5 ' (24)
The f — th rule is going to be.
f —th rule:
If a; is 7' and as is jiy? and so on to a, is fip”
Then _
€lg, s ¢} f=1.N. (25)

The rule parameters are denoted by a; and ¢ ; and Ef these are the inputs for ;" which is the n,, —th FS |
which are enhanced.

¢ p and ¢ ¢ denote the lower and upper consequent parameters of the f — th rule, respectively. Together, they
define the interval [¢ o (s], which captures uncertainty in the rule output within the Type-3 fuzzy framework.

In a Type-3 Fuzzy Logic System, uncertainty is captured not only in the membership functions but also in the rule
consequent. As a result, the output of each fuzzy rule is represented as an interval [¢ P ¢ 7], where ¢ P and ¢ ¢ denote
the lower and upper consequent parameters, respectively. This interval-based representation allows the system
to account for higher-order uncertainty caused by nonlinear dynamics, external disturbances, and cyber-physical
attacks. The overall system output is then obtained by aggregating the contributions of all rules across different
uncertainty levels (cuts), using both the upper and lower firing strengths. The following equations describe this
aggregation process.

4. Where the output is described as

t t

b= (b, +Tiby)/ Y (r, +T1). (26)

t=1 t=1
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Moreover,
7](‘ —
DS AN CENE LN
by = — 7 . (27)
I}Szl(@ﬂ + @a)

b (6]¢+elc)
bt = " —7 7 . (28)
fl;l(@ﬂt + @ﬁt)

Thus, the final output is computed as a normalized weighted average of the rule consequents, where both the upper
and lower firing strengths jointly influence the decision-making process. This multi-level aggregation mechanism
distinguishes the Type-3 fuzzy system from lower-order fuzzy models and strengthens its capability to represent
complex and higher-order uncertainties. Where t and ps denote the numbers of cuts and rules, respectively. Where
h; and k; are the rule parameters of T3-FLSs these rule parameters are denoted by me /< o and me /< fo, 2T€

improved then Eq. is reduced as:
1 1 N
I= 55? = 5(@ —a)% (29)

The cost function is defined in Egs. to and is formulated using the same components as the Lya-
punov—Krasovskii functional. It serves as an upper bound for the Lyapunov function over the prediction horizon.
As a result, minimizing this cost function promotes a decrease in the Lyapunov function, and the inequality in
Eq. ensures the stability of the overall system.

Where the output of [ — th robots is a; which is defined in Eq. and a; is the approximation of

a; Eq. . Then C;,, and (;,, are renewed as.

of t rovi
= = Zi—l Tt Or D=1 Tt O
" " Y +T) Y (B vel) X+ Y (@ +ef)
— — Zt r @f
— u=1-t It
kaz (u + 1) - ka:l (uzj_ )\522:1(£t+ﬂ) Z’}il(éit -‘r@ﬁt)vl (u)+ (31)
AL Zi:f(?ﬁ?t) zg;l(@i +@£t)vl (u)
Where A is constant just for ¢ Fn and ¢ £ We have
t o/f t of
Cp )=, () + M=t = Loz T =0 (52

+ X — — + X — — :
' : Y ) Y (®] +el) X ) Y (8L v el)

The uncertainty set ) represents all admissible uncertainties affecting the system, including fuzzy approximation
errors, time-delay effects, and disturbances caused by sensor and actuator attacks. It is assumed that these
uncertainties are bounded, i.e., Q = w:|w| <J. Where ¢ is a known positive constant. All variables and
parameters involved in the optimization problem, including system states, control inputs, and uncertainty terms,
are assumed to lie within this bounded set. This assumption ensures that the proposed min—max optimization
problem is well-posed and effectively captures the worst-case system behavior in the presence of uncertainties.

o of
J— t=1—t —
gsz (ut1)= gsz (u) + Angzl(zﬁﬂ) >, (0], +@£t)vl (u)+

(33)

t = of
A > e Ti —t — U1 (U
§E§=l(zt+n) she,(©f,+ef) 1(u)

In a simplified form, it can be written as:

a(u) = ag(u) + e (u — €) + yva(u). (34)
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Where a(u) = [a] (u)...aT (u)]” € RP* a(u—e) = [a](u—e¢)...al (u—e)]” € RPY and v2(u) = [vT; (u), .

RYv. N
a; 0 -+ 0 e 0 - 0 vy O 0
we |0 0 o — 0 Qe 0 o 0 7
0 0 o) 0 0 o oa 0 o

Using Eq. the new vector is further given by:
d(u) = [d] (u)...d],(u)]” € RP™.

i) = a() - (0@ y)alu) = (1= (691, ) afu).

1
w

47

o V3 ()] €

Yw

pw X qw

(36)

Eq. defines the consensus error vector by mapping the system states into an error coordinate system. This
transformation is essential for constructing the Lyapunov—Krasovskii functional, as it enables the stability analysis

to be carried out on the consensus error dynamics instead of the original system states.
According to Eq. [34] and Eq. [36] the equation becomes:

dlu+1) = (a - %(aﬁ ® L,,)> a(u+1)

= (- 200w ) e+ (1= 10o ) aulw—a) + (1= 265w ) )

da(u) + ala(u —e) + vy (u).

Where: . .
12 1
a1 —w Q2 TRy
i _ % a o
o’ = w
Pw1 _ Qw2
w (&3] w (65 Qg pwXpw
12 P1
Qel w Qe2 - ww Qe
) _¢n
ag _ w Qe Qe2
Dwi Pw2
w Qe w Qe2 ey pw X pw
_ %12 _¢i3 _Piw
71 w 12 w 13 w Jw
) _ ¢ . .
,YJ = w n 72
_ Pwil 7¢w2
w 1 w 2 Tw pw X qw

From Eq. [36] we get:

Put Eq. 39 into Eq. [37] we get:
-1

du+ )=l (1= o )) ) +of (1= L01)  du= )+ 1)

ald(u) +ald(u — e) + v vg(u).

(38)

(39)
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This work studies a multi-robot network with nonlinear, time-delayed dynamics under uncertainties and cyber-attacks.
Unknown dynamics are approximated using a Type-3 Fuzzy Logic System with adaptive learning to improve robustness
over lower-order fuzzy methods. A consensus-based control strategy is developed to achieve coordinated formation de-
spite approximation errors, sensor/actuator attacks, and communication delays. Stability and convergence are ensured
using a Lyapunov-based Model Predictive Control framework with Min—Max optimization via Linear Matrix Inequal-

ities. As shown in Fig. , the proposed method achieves secure and stable multi-robot coordination under adverse
conditions.

s ~
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Figure 2: Secure cooperative multi-robot formation with adaptive coordination under attacks and delays.

Remark 4.1. Although higher-type fuzzy systems (e.g., Type-3) offer stronger capability for handling uncertainties,
performance improvements can also be achieved by optimizing the fuzzy inference structure. In particular, refining the
rule base, tuning the membership functions, and incorporating adaptive learning mechanisms can significantly improve
approzimation accuracy without increasing the fuzzy system type. This provides an effective trade-off between computa-
tional complexity and control performance, since lower-type fuzzy systems with well-optimized inference structures may



Hybrid fuzzy-MPC approach for secure consensus in time-delayed multi-robot networks under . . .

achieve comparable results with a reduced computational burden.

4.7 Type-3 fuzzy logic system formulation

49

A Type-3 fuzzy logic system (T3-FLS) is employed to handle higher-order uncertainties and nonlinear disturbances in
the multi-agent system. Unlike Type-1 and Type-2 fuzzy systems, a Type-3 fuzzy set introduces uncertainty in the
membership grades themselves. Let the input vector be defined as z(t) € R". The T3-FLS is constructed using a set

of fuzzy rules of the form: Rule #: If z; is Fj; and -+ and z, is F;,, then

Yi = gi(z),

where Fj; denotes Type-3 fuzzy sets.
The Type-3 membership function is expressed as an interval-valued uncertainty:

pi(e) = [p(@), ().

The final fuzzy output is obtained through type-reduction and defuzzification as:

N
y(t) = Zwi(z(t)) Yis

where the normalized firing strength is defined as:

pi(2) .
S ()

w;(z) =

The T3-FLS is used to approximate the nonlinear control law and compensate uncertainties in the system as:

vo(u) = Frs(d(w)),

where Fr3(-) represents the fuzzy inference mapping.

5 Model predictive control
Suppose that the estimated control signals of robots, considering the prediction z, are
||v21(u + LU"LL)HQ <wvy 1=12, .., w.
The cost function with infinite prospects for the robot [ is represented as:
o0
Gi(u) = Z dj (u + z|u)Yad; (u + z|u) + v (u + z|u) Y, (u + x|u).
=0

Where Yq = Y] and Y, =Y, are positive-definite matrices.
Lastly, as one:

w
lva(u+ zlu)lls < T2 Ta =) T
=1

To determine the predictive controller satisfying Eq. an the infinite prospect function is proposed.

GU) = Z A7 (u + 2|u)Yad(u + z|u) + v] (u + 2|u)Yyvs (u + z|u).

=0

(41)

(43)

(48)

(49)

The MPC cost function is formulated in quadratic form in terms of the state error and control input, consistent with
the structure of the Lyapunov—Krasovskii functional used for stability analysis. With appropriately chosen weighting
matrices, the cost function can be interpreted as an upper bound of the Lyapunov function. Therefore, minimizing the
MPC objective leads to a decrease in the Lyapunov function over time, thereby ensuring the stability of the closed-loop

system.
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Where ?d = diag{Yy, Yy, ..., Yg} € RP¥*P¥ and }7@ =diag{¥,,Y,, ..., Y, } € RI"*% are steady weighting matrices.Thus,
the cost function takes the following form.”

G(u) = G1(u) + Go(w) + ... + G (). (50)

Suppose we minimize G(u). In that case, the result we get by minimizing it is G;(u), | =1,2,...,w.

An upper limit is also intended to minimize the specified cost function and, by extension, the cost function is minimized
using the upper limit.

Where p is determined by the Lyapunov-Krasovski method:

plu+z+ 1u) — plu+ z|u) < —[d" (u+ z|u)Yad(u + z|u) + v (u + z|u)Yyv2 (u + x|u)]. (51)

Using Eq. [F1] we can write:

Z plu+z+ 1u) — plu+ z|u) < — Z[dT(u + z|u)Yad(u + z|u) + v (v + z|u)Y,v2 (v + x|u)]. (52)
x=0 =0

The expression on the right of Eq. denotes the infinite-term quadratic cost function, projected in Eq. [A9] then the
expression on the left of Eq. can be reduced to:

p(o0) — p(u) < =G(t). (53)

Hence, inequality [53| results in G(u) < p(u), and the efficiency problem of minimizing G(u) can be obtained.
The optimization problem will be solved using the Min-Max method. In the worst case, the cost function gets the
maximum value because it is maximized. The following procedure is used to solve the Min-Max problem.

min < max I(u) ) (54)
Viuteln) \ (a(uta)q(uta)ac (it2) €]

ﬁl is the convex polyhedron of [ — th robots. Moreover, the control vector amplitudes of the robots are bounded such
that.
[0 (u + z|u)||2 < oY, forl=1,2..w. (55)

max

Where v!, . are positive constants; accordingly, the following equation can be derived.

||‘/2(U+Z‘|U)||2 Sﬁmaw~ (56)

Where Upap = D10y vl,..- The following theorem provides enough conditions for vy (u + z|u);x > 0 to develop the
controller developed from linear matrix inequalities along with the idea of asymptotic stability of Eq. [0} Also, the
matrices A, B, and C obtained from the LMI conditions are used to design the controller. The controller gain is then
determined after solving the LMI conditions. In the proposed approach, the LMIs are formulated in terms of decision
matrices that guarantee system stability and performance. Once the LMIs are feasible, these matrices are obtained
numerically using standard optimization solvers. The controller gain is then constructed from the computed matrices,
typically by multiplying one decision matrix by the inverse of another. This ensures that the resulting controller sat-
isfies the Lyapunov-based stability conditions. In particular the control gain is defined as &€ = CA~!, which directly
determines the control law vo(u) = £d(u). This provides a direct link between the LMI-based stability conditions and
the implemented controller.

Note: The main goal of the proof can be described briefly to enhance clarity. The construction of the Lyapunov-
Krasovskii functional guarantees that the consensus error will decay asymptotically. The inequality thus obtained is
then reduced and reformulated in terms of LMIs.

Theorem 5.1. Observe Eq. (@) using the control law vo(u) = £d(u). That reduces the cost of the function Eq. @
When there are matrices 0 < A = AT € RPW*PY (' € RI¥*PY qnd 0 < B = B™ € RPY*PY gnd scalar A > 0, so that
the following LMIs and optimization problem are solvable.

min A . (57)

subject to

T2 L C
{ mawOiVXN A] > 0. (58)
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A CT(Y,)2) AY)E A 0 (@TA+~0)
* A 0 0 O 0
* * A 0 0 0
* * * B 0 0 > 0. (59)
* * * x B (@)™
* * * * % A
1 d(u) d(u—1) d™(u—e)
* 0 0
* o x B o 0 > 0. (60)
* * * B
This leads to & = CA~ € RIWXPY to gchieve consensus.
Proof. Consider the following Lyaunov-Krasovskii functional,
u—1
p(d(w)) = d(u)"Pd(u) + Y d(q)"Qd(q) = pi(d(u)) + pa(d(u)). (61)

q=u—e

Where P and @ are Matrices containing only positive values. The delay value affects the number of terms of po(d(u)).
Consider the Lyapunov-Krasovskii functional satisfying the following relation.

pld(u+ 2+ 1u)) — p(d(u + z|u)) < —[d(u + z|u) Yad(u + z|u)) + ve(u + z|u)Yyvs (u + 2|u)]. (62)

If we sum both sides of the above inequality from x = 0 to oo, we get

Z[p(d(u +z+ 1u)) — p(d(u + x|u))] < — Z[d(u + z|u) " Yad(u + z|u) + ve(u + z|u)"Yyve(u + z|u)]. (63)

After simplifying the left side, we obtain:

pld(20)) = p(d(u)) < —I(u). (64)

According to the asymptotic convergence of d(u), then lim,_, ., d(u) = Oand therefore p(d(c0)) = 0.
So one has.

Also

Therefore,

< max I(u) > .
[ (uta)y (uta)ae (uta) €
< p(d(u)).

And it can be resolved as the function p(d(u)) is an upper limit for the cost function I(u). Then the Minimum and the
maximum problem Eq. may be rewritten as p(d(u)) as given below.

min d(u)). 67
min p(d(u) (67)
The upper limit of the Lyapunov-Krasovskii functional p(d(u)) complies with Eq. for some constant greater than
Z€ro A

p(d(u)) < A (68)

The LMI conditions are obtained by constructing a Lyapunov—Krasovskii functional and evaluating its forward difference
along the system trajectory. The resulting expression is then upper-bounded using standard inequality techniques to
manage cross terms and time-delay-related components. By reorganizing the terms into a quadratic form, a matrix
inequality is established. This condition is subsequently converted into an LMI through the application of the Schur
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complement. Finally, the controller gain is computed directly from the feasible LMI solution, which guarantees the
stability and convergence of the closed-loop system.

Accordingly, the Maximization or minimization problem Eq. can be rewritten as the following optimization
problem. Now regarding relations Eq. and Eq. , it is expressed as

u—1
d(u)"Pd(u) + > d(g)"Qd(q) < A (69)
g=u—e
Establishing the following definitions.
ATt =X\T1PBT = A T1Q. (70)
Then, Eq. yields
1—du)" A d(u) —d(u —1)"B 'd(u —1) — - —d(u — )" B~ d(u — e) > 0. (71)

By applying a standard matrix inequality transformation based on the Schur complement, the inequality in is
equivalently expressed as

1 d(u) du—-1) -+ d(u—ce)

| 0 0

* * B 0 > 0. (72)
* * * B

Hence, LMI Eq. is attained. The outcome of e affects the above LMI dimension
Now, regarding the Lyapunov-Krasovskii functional, the time derivative of p(d(u)) equals.

Ap(d(u)) = Apr(d(w) + Apa(d(u)). (73)
And (z + 1)th step of Ap(d(u)) is
Ap(d(u+ zlu)) = Apy(d(u + o)) + Apa(d(u + zlu)). (74)

The inequality in Eq. is equivalent to the following relation:

(—v"Av) <0 for v#0. (75)
Where
Vi =[du+zlu)” dlu+x—elu)T]. (76)
A= [211 ::12} (77)
21 oo
And }
En=—-a"(u+z)"Pa"(u+2)=P-Q—-Y;— F"Y,F.
B2 = —a'(u+z)"Pa(u+ ).
Eg1 = —a“(u+ )" Pa"(u + ).
Eog = —a%(u+ )" Pac(u + x). (78)
Where

a"(u+z) = (d(u+2z)+7(u+z)F).
Inequality Eq. is obtained if A > 0, now considering the definitions given below.
At =\"tPBTt = ATIQFA=C. (79)
The inequality A > 0 corresponds to the following relation:

—a"(u+z)"A o (u+z)+ AP — B - AV, - AUETY,F —a"(u+2)" A7 el (u + o)

—&°(u+ )" A o (u + ) —af(ut2) A e (u+ x) + B T 0. (80)
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It is observed that the above inequality is not in LMI form. By applying appropriate inequality transformations twice,
the following LMI form is obtained:

ACD - BED _\CDY, _ACDETY,F 0 (o (u+2)7T
* B (a°(u+=x))"| >0. (81)
* * A

The operator by diag(A,t,t) denotes block diagonal multiplication, i.e., pre-multiplication and post-multiplication of
the matrix inequality by diag(A4,t,t), where ¢ is the identity matrix. This operation preserves symmetry and is used to
transform the inequality into an equivalent LMI form. Left- and right-multiplying the equation by diag(A,t,t) results
in
A—ABEVA - ANCDYA - AEDCY,C 0 (a(u+2)A+F(u+2)C)7
* B (a°(u+z))" > 0. (82)
A

*

11 - 1.1
Now, considering Y, = Y;?Y,* and Yy =YY/}, Eq. ll can be rewritten as:

A CVE A Y A 0 (d(utx)A+F(u+z)C)"
* AL 0 0 0 0

* * * B 0 0

% * % x B (a(u+x))"

* * * * % A

The matrices &(u + z),¥(u + ) and @°(u + ) contain polytopic uncertainties, meaning the above inequality cannot
be solved because the polytopic sets have a convexity characteristic. It depends on the number of vertices of 2. The
expression of the above inequality is as follows.

Nl
Nl

A CTY7 AY7 A 0 (4;A+7,0)7
* AL 0 0 O 0
* * AL 0 O 0

0. 84
* * * B 0 0 ” (84)
% % % x B (Vj)T
* * * * % A

Hence, LMI Eq. is attained. At this point, an invariant set must be defined to satisfy the LMI. due to the
limitations on input amplitudes. Considering p(d(u)) < A for all u € [0, 00), therefore

utx—1
p(d9u + z|u)) = d(u + )" Pd(u + x) Z d(q <A\ (85)
g=u-+zr—e
Considering relation Eq. one has
ut+xr—1
d(u+ zju)" A" d(u + x|u) + Z d(q)"B™td(q) < (86)
q=u+zr—e

d(u+ zlu)" A" d(u + 2|u) < 1. (87)

Therefore, the following invariant set is defined
= {d(w)|d" (u) A~ d(u) < 1}. (88)

Now considering ve(u + z|u) = Fd(u + x|u) = CA™ d(u + x|u) Eq. becomes
lva(u + z|w)||2 = ||CA  d(u+ z|u)||2 = d" (u+ z|u) A2 A" 2CTCA™2 x A 2d(u + z|u)

< Drnaa(AT20TCA™E) x ||A™3d(u + z|u)|[3 < 72,0, (89)
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Because d(u) € ¢ one has ||A~2d(u + z|u)||? < 1 and then the above inequality is reduced to

Tae(A"2CTCA™2) <32,
= A"ICTCA™: <V, (90)
22, 1—ATICTCA™E > 0.

Multiplying the equation on both sides by A%, the following inequality can be written as

—2
V’n 2UNXN C
max > 0. 91
Accordingly, the inequality in Eq. (58) is obtained, completing the proof. O

Remark 5.2. In practical implementation, the proposed control structure combines LMI-based state feedback with a
Type-3 fuzzy logic system. The fuzzy system provides adaptive compensation in the presence of nonlinear uncertainties
and external disturbances that are not captured by the linear model.

The overall control law is implemented as:

v2(u) = &d(u) + Frs(d(u)), (92)

where £d(u) guarantees stability and convergence, while Frs(d(u)) enhances robustness. The LMI conditions ensure
that the closed-loop system remains asymptotically stable even under bounded fuzzy uncertainty.

Note: From the above, the consensus error is decreasing over time, hence the system remains stable. The LMI
method provides an easy technique for calculating the controller gain.

Remark 5.3. Raising the number of robots is unable to pose an equation for the suggested methodology. At the same
time, it simply expands the LMIs’ dimension given in Theorem , which is solvable using software tools. To verify the
assumptions of Theorem , the proposed conditions are formulated as a set of LMIs, which can be solved numerically
using standard convex optimization tools. In particular, the matrices A, B, and C are treated as decision variables, and
the feasibility of inequalities Fq. is tested using software such as MATLAB (YALMIP or the LMI Toolbox). If
a feasible solution is obtained, the assumptions are satisfied, and the controller gain & = CA™! can then be computed
accordingly.

In addition, the proposed architecture is scalable to the number of robots. Expanding the size of the network does
not affect the controller structure, apart from expanding the dimensions of the LMI constraints. As long as the LMI
conditions maintain their convex nature, they are solvable using efficient techniques.

Derivation of LMI Conditions

o We start from the consensus error model in Eq. 0] and select a Lyapunov—Krasovskii function to study stability.
The goal is to ensure that this function decreases over time.

e By substituting the system dynamics into the Lyapunov function, an inequality is obtained that depends on the
current state, delayed state, and control input.

e The resulting expression contains cross terms (products of variables), which are difficult to handle directly.

e These cross terms are bounded using standard techniques so that they can be written in a simpler form without
variable multiplication.

e The inequality is then rewritten in matrix form using the system matrices defined earlier.
e New matrix variables are introduced to simplify the expression and make it linear in the unknowns.
e The Schur complement is applied to convert the inequality into a standard LMI form.

e Finally, all conditions are combined into a single matrix inequality that can be solved using LMI tools. If this
condition is satisfied, the system is stable, and the control gain can be obtained.
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5.1 Computational complexity and real-time implementation

Computational Complexity and Real-Time Implementation: The main computational burden associated with the sug-
gested scheme relates to the Type-3 fuzzy inference and MPC algorithm. Fuzzy inference complexity is of order O(N.p.t),
where N stands for the number of rules and t is the number of different uncertainty levels. To speed up computations, a
concise rule base will be considered. The LMI-based optimization problem is calculated beforehand, while the controller
gain is computed online. Moreover, MPC uses a finite prediction horizon; hence, the computational time is finite as
well.

6 Simulation results

The suggested approach is also compared with the standard MPC, LQR, and SMC approaches under the same circum-
stances for a thorough comparison.

In the following section, a nonlinear multi-robotic system and a Duffing-Holmes chaotic system are used to assess the
impact of the control approach. Derived from the MPC method and suggests a Type-3 fuzzy system. Detailed exam-
inations are indicated when computer simulations are performed. By selecting design parameters, we can analyze the
feasibility of the Theorem .

Example 6.1. The network of four robots that are connected by following the adjacency matriz, whose communication
topology is represented in Figure @

Figure 3: Communication Topology of Robots.

Y11 Y12 ths Yia 01 1 1

P21 P22 Wag Yau| [0 O 1 1

0= U1 V32 U3z VYsa| [0 0 O 1 (93)
Va1 Va2 Vag Vs 0 0 0O

The corresponding Laplacian matrix L =D — A is,

3 -1 -1 -1

0o 2 -1 -1
L= 0 0 1 -1
0o 0 0 0

From Eq. , the dynamics of robots are contemplated as a Duffing-Holmes chaotic system
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ap = ap2
iz = —5ezai — apn — 0.1age + 0.025a; (u — T) (94)
+0.025a% (u — T') + 0.01as2(u — T') + 62.5 cos(1.29u)

It is known that the Duffing-Holmes chaotic system is a type of chaotic behavior in which its dynamics are sensitive to
initial conditions, which can give unpredictable results. So the minor modifications in the initial condition of chaotic
followers cause significant variations in the system’s dynamics. The networked control policies which are utilized in the
system are as follows

vin () =k (a1 (), e () [P (a1 (w), o1 (w)) + s (u)],
via(u) = ky " (a2(w), o (1) [P (az(w), 2 (w)) + azaz(u)],
vis(w) = k3 " (as(w), s (1) [P (az(w), w3 (w)) + asas(u)],
via () =k " (aa(w), s (u))[—Pa(aa(w), pna(u)) + asas(u)). (95)
Where ﬁl and @l are T3 — FLSs. The parameters of FLS are considered in Table .
Table 1: Parameters of FLS
Parameter Value
Jurs Jpzs s -1,0,1
AN'l’n 0.5
éuﬂl 0.5
T 0.7, 0.8, 0.9
T 0.2, 0.3, 0.4
Ps 9
Where the other parameters and control matrices are
o — 0 1 o — % 1 0]
1= -_771’1 _n1’2- el — Lel -0 1]’
o — 0 1 o — o % 1 0]
2T 72,1 —72,2] ez ez 0 1)’
o — 0 1 o — 7 X 1 0]
5T =731 —"N3,.2] e3 — Tes 0 1)’
0 1 1 0]
_ od = Toq X . 96
o | 74,1 —7a,2] Ged = Ted 0 1] (96)

The parameters are set as M1 = m2 = 0.10,1 = 1,2,3,4 and zc1 = 0.2,z = 0.25,2.3 = 0.40, Tes = = 0.60 by
using weighting matrices Yy = diag{0.01,0.01},Y, = 0.01 to solve the optimization problem of Theorem online
produces vyl = 1,...4 by applying distributed controller vi(u) = vi1(u) + va1(u), va(u) = via(u) + veo(u),vs(u) =
v13(u) + vo3, v4(u) = v14(u) + va4(u) the consensus error dynamics of are stabilized.

Moreover, time delay effects are analyzed. The RMSE values are balanced, and the delay samples are changed. The
RMSEs are introduced in Table @ The accuracy of the controller remains unaffected by the presence of various time
delay samples. Further, the lower RMSE is the result of T3— F LS's, which is shown in Table @ It is introduced in table
(@ and table @ Multiple time delays have no impact on the authenticity. By the suggested distributed control scheme,
a part of the uncertainties is managed because of the impact of time delay. The controller managed and estimated the
robot dynamics of uncertainties and perturbations at each sample time.
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Table 2: Time Delay Effect.

57

State 1 5 10
all 1.2651 1.2670 1.3021
ais 1.0137 1.0172 1.0201
as1 1.3560 1.3641 1.3692
Qg2 1.0200 1.0205 1.0212
asy 1.5083 1.5302 1.6301
ass 1.0290 1.0322 1.0392
a4l 2.4010 2.4105 2.4532
Q42 1.0738 1.0802 1.0890

Table 3: FLSs comparison.

State

T3-FLS T2-FLS TI1-FLS

aiy
a12
a21
a22
a3
a32
41
42

1.2651
1.0137
1.3560
1.0200
1.5083
1.0290
2.4010
1.0738

1.8710
1.9850
1.5101
1.8501
1.5241
1.7014
2.5155
1.7408

2.0678
2.2001
1.7041
2.0254
1.6950
2.0025
2.6036
1.9052

Below, we present MATLAB simulations.
Figures and show the first state response of robots under the MPC Type-3 Fuzzy controller and Show the
second state response of robots under the MPC Type-3 Fuzzy controller, respectively. Figures @ and show the
approximation error and consensus error between robots, respectively. Figures and (19) the first control input response

(0]

and second control input signal response for four robots, respectively. Figures

0) and (11)) show the controller response

under sensor attacks and actuator attacks for four robots, respectively. Figure shows the controller performance

under both sensor and actuator attacks.

—— Robot-1
—— Robot-2

Robot-3
— Robot-4

Time sec)

Figure 4: Shows the first state response of robots un-

der the MPC Type-3 Fuzzy controller.

10 T

—— Robot-1

——Robot-2
Robot-3

—— Robat-4

0 1 1 1 1 1 1 1 1 1
0 1 2 3 4 5 6 i 8 9 10
Time (sec)

Figure 5: Shows the second state response of robots
under the MPC Type-3 Fuzzy controller.
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| | | | |
0 1 2 3 4 § 6 1 8 9 10
Time (sec)

Figure 6: Shows the approximation error between the
robots.

= Robot-1
—— Robot-2
—— Robot-3
— Robot-4

Time (sec)

Figure 8: Shows the first control input response for
four robots.

Smerat, A. U. Khan Niazi, N. Igbal

Time (sec)

Figure 7:
robots.

Shows the consensus error between the

Tie 29

Figure 9: Shows the second control input response for
four robots.
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—— Robot-1
—— Robot-2
— Robot-3|
~—— Robot-4)

1 i

Figure 10: Shows the controller response under the
sensor attack of robots.

99

045

025

0151

Robat-1
—— Robot-2
—— Robot-
— Robot-4|

Time )

Figure 11: Shows the controller response under the
actuator attack of robots.

8 \ \ \ \

Figure 12: Shows the overall control input response under the sensor and actuator attacks.

The simulation results in Figures to validate the effectiveness of the proposed multi-robot control frame-
work. Figure shows the 3D state evolution, confirming that all robots converge to a coordinated motion. Figure
presents the consensus error surface, where errors steadily decay to zero, indicating successful consensus achievement.
The control input behavior in Figure remains bounded and smooth, demonstrating practical actuator feasibility.
Figure illustrates system performance under attack conditions, showing that stability is preserved despite distur-
bances. The delay robustness is verified in Figure , where convergence is maintained under different communication
delays. Figure confirms stability through the decreasing Lyapunov function for all robots. The nonlinear motion be-
havior is depicted in Figure , where all trajectories show consistent convergence in phase space. Finally, Figure
represents the inter-robot interaction structure, highlighting effective network coupling for consensus achievement.
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3D State Evolution (Per Robat Comparison) 3D Consensus Error Surface of Multi-Robot System

Figure 13: 3D state evolution showing robot-wise con- Figure 14: 3D consensus error surface illustrating de-
vergence behavior over time. cay of inter-robot disagreement.

3D Control Input Response of Muli-Robot System (Circuar Motion) 3D Atack Effect on Muli-Robot GontrolInput

—— Robot-1
— Rl 0
~—— Robot-3|
—— Robot-4|

K
Y oa

Time 5)

Figure 15: 3D control input response demonstrating Figure 16: 3D attack impact visualization under sen-
bounded and smooth actuator effort. sor and actuator disturbances.
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3D Delay Impact of Muli-Robot System 3D Lyapunov Functon Decay (Mult-Robot System)

9
10 1
Time s)

Figure 17: 3D delay impact showing robustness under Figure 18: 3D Lyapunov function decay confirming
communication delays. system stability for all robots.
30 Phase Space Evoluton of Muti-Robot System 3D Inter-Robot Interaction Dynamics

— Robot-1
05 — oo
— Robot-3
= Robot-4

— Robot-1
—— Robot-2|
—— Rotory o
—— Robot-4|

! 0 -6 9 0 4 08

Time s) Time s)

Figure 19: 3D phase space trajectories illustrating Figure 20: 3D inter-robot interaction showing network
nonlinear robot motion behavior. coupling strength.

For Example (6.1)), the suggested algorithm is also contrasted with standard MPC, LQR, and SMC algorithms. The
outcomes prove that the suggested technique offers faster convergence and increased robustness against disturbances
and attacks.
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7 Conclusion

The method proposed in this paper enables the multi-robot system to operate effectivelyunder time delays and cyber-
physical distributed cyber-physical attacks, including sensor and actuator attacks. The combination of Type-3 Fuzzy
Logic Systems (T3-FLS) and Model Predictive Control (MPC) is used to achieve this. To deal with uncertainties and
the nonlinear behavior of each robot, a fuzzy logic system is used to adjust the control rules in real-time. MPC helps
in the decision-making process, which also helps to manage the resource limits, such as not overloading the control
signals. To reduce the impact of possible cyber attacks, security constraints are added to the controller. This way, the
system can still function properly under sensor and actuator attacks. Duffing-Holmes chaotic model is used in system
performance, having sensitive and complex behavior, which handles delays and attacks successfully; the robots could
still stay coordinated and perform well, even under cyber-physical disruption or defined attacks. The example also
shows that the robots follow the smooth path without instability in their control signals. Furthermore, a comparison
with Type-1 and Type-2 fuzzy logic systems shows us that the new Type-3 fuzzy system is more effective. In future
work, the study will be on how to make the Type-3 fuzzy system even more effective and how well the control method
performs when actuator attacks are present in the system.
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