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Abstract

Research in the area of Internet of things (IoT) and cloud computing has gained a considerable attention in today’s world
of information technology (IT). Data compression and security are increasingly appreciated due to their imperative roles
in online data sharing and transfer in multimedia networks. Hence, image compression is focused on reducing data
redundancy and saving memory and transmission bandwidth. Because of the increased entropy of coded images, it is
difficult to reduce the amount of lossless information after encryption using the existing methods. Accordingly, using
the hybrid Huffman coding algorithm, it is possible to guarantee the security and verification of information. Therefore,
an efficient compression method is proposed that combines fuzzy logic with Huffman coding. In this method, coding
is based on Hoffman code, which is statistically independent and defines fuzzy logic-based weighting functions for the
frequency of the existing symbols in data to generate efficient code for compression. Fuzzy logic is then coded to provide
a secure information mapping on the information codes. In this proposed system, the key information is coded using
the special key of that information and the data is embedded using the data encryption key and data in the receiver
are decoded using the same key. Here, different compression techniques are compared with Huffman coding. The
simulation is performed under matlab2017b software. The results show that a good compression rate is achieved, there
is no significant difference between the decoded and original images and compression ratio in the image is increased to
over 40%.

Keywords: Huffman coding, fuzzy logic, secure information mapping, IoT, information technology, compression ratio.

1 Introduction

Recently, Internet of Things (IoT) has been a subject of considerable contemporary research for its extensive applications
in wireless sensor network and remote monitoring. IoT is a model that includes ordinary people and has the ability to
communicate with other devices via the Internet [4]. As the broadband and high-speed internet is available to public
and its connection cost is reduced, more devices and sensors could connect it [30]. Such conditions provide a good
basis for IoT growth. There is a lot of complexity around IoT because people want to access and monitor every object
from anywhere in the world [2I]. The key issue in IoT is to secure the data collected from Internet-connected objects.
Data security can be combined with authentication, encryption and decryption, message authentication codes, Hash
functions and digital signatures and other items provided [I8].

Adding encryption to compression algorithms is an interesting proposition that can lead to system security and
hybrid compression while increasing system performance simultaneously. The main challenge is to design safe and
lossless systems in compression performance. Entropy encryption algorithms such as Huffman coding and arithmetic
encryption [I7] are used not only for lossless compression but also as part of discrete compression algorithms such as the
Joint Photographic Experts Group (JPEG) [29]; therefore, they lead to the security of larger systems. Data compression
is a common need for most computer applications. Data compression is an important application in file storage and
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distributed systems. Data compression is used in the field of multimedia, text documents and database tables. Data
compression methods can be categorized by several methods. One of the most important criteria for classification is
whether compression algorithms delete part of the data that cannot be retrieved during compression.

Lossy data compression:

An algorithm that deletes part of the data is called lossy data compression. The lossy data compression algorithm is
usually used when complete compatibility with the original data is not required after the compression is removed. For
example, lossy data compression includes video or video data compression.

Lossless data compression:

Lossless data compression technique is used by methods to retrieve all the data that is compressed without any damage
or loss. This method is used in cases where compressed data is required as it is not compressed without any deficiency
[5]. Lossless data compression is utilized, for example, in law enforcement in text files, database tables and medical
imaging. Lossless data compression algorithm is proposed and applied for various data. Some of the main techniques
include Huffman coding, Run Length Enoding, arithmetic coding and dictionary-based coding.

In secure IoT, lossless compression is usually used due to the high level of security of information. The data
compression algorithm commonly used for image compression results in lower quality of system security. Compression
is achieved by removing duplicated bits or extra bits from the image or data. There are many data compression
algorithms considered as universal compression algorithms that can compress almost any data type. According to
the existing methods, not all the details of the compressed data can be retained. Therefore, using smart techniques
along with compression algorithms can be useful. For example, in [23], using discrete cosine transform and fuzzy logic
techniques, an image compression technique is proposed. The proposed method improves system performance in both
compression ratio and image comprehension, but in this method, image quality is reduced after image extension and
there is no complementary encryption technique to enhance system security. In [27], a lightweight encryption algorithm
is proposed as Secure IoT (SIT). This is a 64-bit block encryption method and requires a 64-bit key to encrypt the
data. The algorithm architecture is a combination of feistel and a uniform substitution-permutation network. The
simulation results show that the algorithm offers significant security only in five rounds of encryption. The hardware
implementation of the algorithm is performed on a low-cost 8-bit microcontroller, and the results of the code size,
memory usage, and encryption / decryption execution cycles are compared with other existing encryption algorithms.
The problem with this method is the complexity of execution, the duration of the encryption and decryption operations,
which can work at an ideal speed on the network. In [28], a new encryption program is proposed with Huffman coding
to encrypt data transferred by the multimedia network. The suggested method manipulates compressed data based
on Huffman encryption without changing the ratio of compression. The encryption is performed through the mutation
procedure that briefly produces multiple Huffman tree mutations by switching the Hoffman main tree branches i.e. 0
to 1 and 1 to 0 utilizing a checklist rotation method. The proposed method offers a good technique to improve the
security of data transmission. Instead, the cost of design and complexity make the implementation of the proposed
design to perform this idea.

If a wireless sensor network (WSN) is integrated into the Internet as part of IoT, new security challenges such as
setting up a secure channel between the sensor node and an Internet host will emerge. In order to establish secure
communication, a Closed Frequent Huffman (CF-Huffman) based hybrid signcryption technique is developed in [20].
The proposed Huffman technique helps to improve the compression ratio based on the frequency of data items. Hybrid
signcryption is based on KEM and DEM techniques. The KEM algorithm uses the KDF technique to encapsulate the
symmetric key. The DEM algorithm uses the AES algorithm to encrypt the original message. The signature is done by
the secure hash function. Eventually the coded data is compressed with Huffman text coding and end this technique
in a security and compression function.

The IoT technologies and cloud computing are integrated to form a platform called IoTcloud. As these technologies
are widely used, there is a need to secure the data collected from connected devices through these technologies. [I1]
presents a new data security approach on IoTcloud. The proposed method provides data security using the ciphers
generated by the Huffman algorithm and DNA encryption. It provides two-level data security and emphasizes the
use of the Huffman coding algorithm to generate the key and use DNA encryption for data security. The proposed
method uses the symmetric key encryption. In [24], the coding program uses two algorithms i.e. Blowfish algorithm and
Hoffman compression algorithm to generate PDF, DOC, XLS and text types. The Huffman compression algorithm is
used to minimize size after encryption with the Blowfish algorithm. As the proposed coded program enters the network
without a password key, it cannot be opened or restored during encryption. The encryption process time is faster than
the decryption process, and with this encryption program, the process of storing and exchanging information becomes
more secure. However, the problem of speed in this method and key detection in the decoding section is a fundamental
problem in this proposed method. In the proposed system presented in [19], the original image is encoded using the
Huffman coding key and the data is embedded in the data using the encryption key. Then the image and data are
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decoded at the receiver side using the corresponding key. In the proposed method, the keys are part of the information
level when hiding secret information. Accordingly, a large empty container is obtained and the data memory can insert
more hidden messages into the coded image. This method guarantees a high level of security for hiding information,
but still wastes high encryption time.

In [3], an efficient compression method is proposed that combines fuzzy logic with Huffman coding. When the image
pixel is normalized, each value of the image pixel relating to that image preview is specified and interpreted. The image
is divided into pixels, which are specified by a pair of approximation sets. In this method, coding is based on Hoffman
code, which is statistically independent to produce efficient code for compression and decoding is based on rough fuzzy
logic used for image pixel reconstruction. The technique utilized here is the rough fuzzy logic with Huffman coding
algorithm (RFHA). In this method, a high compression rate is achieved and visually there is little difference between
the compressed and original images. The problem with this method is the lack of a secure structure for the proposed
method that creates free access to information for the public. Finally, the article [25] is a review study. In this paper,
image compression methods such as DCT, DWT and Hybrid are discussed. Hybrid image compression is done by DWT
and DCT, which performs discrete cousin transform on discrete wavelet conversion coefficients. Compression techniques
are useful for compressing an image for high values of PSNR (peak signal to noise ratio) and CR (compression ratio)
[7, B1I]. These methods take advantage of any compression method known as hybrid compression. This new hybrid
technique minimizes various compression problems. According to this work, the fuzzy-based hybrid image compression
technique offers higher compression than normal hybrid image compression. The fuzzy logic method can also be used
to calculate and modify coefficients and also improve the accuracy of compression. Therefore, in the present study, for
the first time, a new technique is proposed to achieve information compression algorithm, which combines fuzzy logic
and Huffman coding. Huffman coding is a well-known algorithm for generating minimum redundancy code compared
to other algorithms. Improved Huffman coding with fuzzy logic-based intelligent encryption technique has been used
in text, image and video compression [9] [I6]. Approaches based on fuzzy relation equations and fuzzy transformations
have been recently reported in the literature [10, [12]. However, in this method, a secure encryption technique based on
fuzzy logic and compression coefficients of Huffman method is proposed in terms of fuzzy logic. It is important to note
that, based on the available results the fuzzy and rough set synergy is for more secure data transfer, better compression
with high ratio and very low availability.

As mentioned earlier, Huffman encoding involves a lossless encoding-based compression. When information is
transmitted, this type of coding enables one-time reading and adaptation to changing conditions without the knowledge
of the source distribution. The advantage of reading once is that the source can be encoded in an instant. Also, this
encoding method allows multi-step compression for input data codes. Therefore, for a secure encryption method that is
the purpose of the present work, compressed code mapping will occur during the different stages regardless of the image
or text message signal content. This method can result in a completely random way by moving the resulting compressed
codes through the coding path of an encryption without the possibility of identification for outsiders. The proposed
design, of course, uses compression over two stages, which can be extended to further steps. Moreover, considering
secure compression-based encryption, two compression steps have been used which increase the compression action
over the single-stage mode. On the other hand, in the field of security, we have been able to achieve a compressed
code transfer method based on a nonlinear model using fuzzy logic technique which greatly reduces the possibility of
decoding without having specific information. Besides, the specific information is changed according to the content of
the original data (both the image and the text). In the other words, as the content of the message changes, specific
information is changed for decoding.

2  Fuzzy logic theory

Fuzzy set theory has been extensively used for modeling human thinking concepts and refers to the uncertainty in the
information accessible to make decisions on the basis of multiple criteria. Replacement competence against criteria and
the significant weight of criteria in relation to the expressed linguistic values is published by numbers. In the fuzzy set,
to describe the fuzzy conditions, linguistic variables convert the linguistic variables into numerical variables and the
real logical values are replaced by single intervals in the decision process [2]. Hence, a fuzzy set is considered as a finite,
infinite, or infinite countable set of components, mathematically. In each case, each element is a member of a set or
not. However, in fuzzy systems, the element may be part of or outside the set. Therefore, the answer to the question
”X in a set A” has no definite right or wrong answer. Figure [I] shows the block diagram of the fuzzy logic diagram.
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Figure 1: Block diagram of fuzzy logic diagram

2.1 Fuzzy set
A fuzzy set A is defined in global discourse, which is specified by a membership function p4 : U — [0, 1] given by Eq.

().
A= {(z,pa(@))lr € Uhpa(z) € [0,1]}. (1)

For each x member of the set A, pa(x) denotes the degree of relation x in A.
x € (A p) <=z € Ahp(z) #0. (2)

In addition, using the membership function, each element x as a member of U expresses a degree of relationship in each
set A, indicating how much the element x may belong to set A. Therefore, the zero degree relationship member means
that the element is not included in the fuzzy set; while a 1st degree element is fully included in the set.

2.2 Fuzzification

Assuming the feature of the application area relevant to the present work, for example, the triangular membership
function is adopted. A triangular fuzzy number A can be set by three numbers (a, b, ¢) with a matching function by

Eq.

0, Sex < a,
=4 Sea <z <b
— b—a’ = ="
() = ez Qeh <z <c (3)
0, Sec < x.

2.3 Fuzzy inference

Defuzzification is a process that creates a small amount and a size in fuzzy logic, meaning that fuzzy numbers are
converted to a single number by different methods. This work expresses the maximum mean weight as a Eq. .

Y ()i x Wi
=T

Given the Eq. , Zy is the defuzzification output, p(x)i is the degree of association with the fuzzy set and w; is the
value of the fuzzy output weight.

(4)

3 Huffman coding

Huffman coding is a successful compression method that is initially used for text compression. Huffman’s idea is that
instead of using a fixed-length code such as 8-bit ASCII or DBCDIC for each symbol, a character in a source represents
a shorter encoder and represents a shorter code that usually happens [26]. Huffman coding is considered as a lossless
data compression technique to compress information by an entropy encryption algorithm [I5]. In Huffman code, a
variable-length code is utilized to encode a source symbol (like a character in a file) in which it has been introduced
with respect to the estimated probability of the source symbol. Huffman code is based on the number of occurrences of
a character. The basic of this particular approach is to use fewer bits to encrypt the data that are more likely to occur
[22]. The average length of a Huffman code is influenced by the statistical iteration that generates the source of each
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symbol and generates the symbol from its alphabet or equivalent numeric value. In the Huffman Code Dictionary, each
data symbol is associated with a coding word, so that no word code in the dictionary is similar to any other word [14].
The origin of Huffman encoding algorithm is a code tree. It is worthy to note that regarding to mentioned code tree,
short code words are attributed to the frequent items and long code words to symbols which are scarcely utilized for
both DC and AC coefficients (each one is assigned to the main component of the transferred data with variable length
codes from the Huffman table set). Huffman codes should be introduced as inputs to network node coders. It is worth
mentioning that the form contained in the Huffman tables in the data path is a profile of indirect decoder which must
build its previous tables for data expansion [29]. Figure |2| depicts the flowchart of the Huffman algorithm. To illustrate
the concept of this algorithm, an example is provided. Suppose a list contains the 0, 2, 14, 136, and 222 symbols. Their
frequencies are shown in Table [} As shown in this table, the symbol 0 is repeated 100 times in the list. Figure [3] and
Table [1] indicate the Huffman tree and their final code [I3].

Start

Agrange source symbols in descending order of
wvrobabilities

|
i J
Merge two of the lowest prob,
Svinbols inte one subgronn

!

Assign zero & one to top and
Bottom branches. respactively

Is there  more than
one ummerge node?

Stop. read transition bits on the branches from
top w0 borom o genarate codewords

Figure 2: Huffman coding flowchart

Table 1: Displaying input symbols along with their frequency and codes sent to the decoder

Symbols | Code | Frequency
0 1 100
2 011 011
14 010 9
136 001 7
222 000 5

As depicted in Table[l] the lowest number of bits attributed to the largest frequency of symbols is one bit; therefore,
bit 1 is allocated to the zero symbols. This means that bits of less than one bit cannot be assigned to this symbol. In
recent years, data encryption has become more popular in network access. Providing security for the transmitted data
plays an important role. The rapid development of wireless and wireless digital communications has made it possible
to make extensive use of text data. However, there is very little research focusing on data encryption, conditional on
data security and memory usage. Secure transfer of confidential information in public network space such as internet
is one of the major challenges of today’s communication. Watermarking is a branch of signal processing aimed at
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Figure 3: The Huffman tree construction process [13]

maintaining the confidentiality and availability of the message by location and frequency domain methods. Therefore,
in this paper, the problem of data size optimization and data security problem for low bit rate transmission and high
security is investigated based on Huffman coding. One of the advantages of using Huffman coding is that outsiders do
not have access to data decoding, while no code can be a prefix for another code. Therefore, there will be no confusion
in decoding process. On the other hand, in Huffman coding, weights are defined for the transferred data based on
the frequency of data in the system, which varies depending on the data type of the Huffman code. Therefore, in the
security domain, these weights functions are defined by a specific algorithm. In the current work, using a fuzzy logic
algorithm, it is attempted to optimize the weighting functions for this coding. In this field, there are data that are
transmitted in binary form and through classifying the data in m-bits, the data numbers are compressed under fuzzy
optimized Hoffman code. In this research, using an optimized data encryption, the data is coded during compression
and the system is protected from decoding these data by the hackers. The idea is used to encode data in the data
transmission space on the network.

3.1 Encryption of proprietary information in the field of IoT

Cryptography comes from the Greek root of the words Kryptos and Graphin. Cryptography dates back to centuries ago.
In the past, they used cryptography to protect messages that were exchanged between commanders, spies, diplomats,
and so on. Cryptology is a science that discusses the issues of encryption and decryption. Cryptography is a process
that converts a readable message into an unreadable format. Decryption encompasses activities related to code analysis
and seeks to obtain the key and thereby obtain the original text from the code. Cryptography knowledge is one of the
few branches of contemporary knowledge that derives its identity from human inability to solve mathematical problems.
Encryption and decryption methods have always been an important factor in war strategies. Widespread American
efforts to break the Japanese code during World War II are one of the most important tasks of the Alliance [§]. Security
is a fundamental issue in modern communications. Many cybercrimes arise as the technology progresses. There are
several solutions to prevent security risks. Such as:

e Turn off the unnecessary services

e Updating systems

e Reducing access to applications and reducing the number of users
e Using security protocols

However, another solution to address the security risks is the use of cryptography. Cryptography has two main com-
ponents: algorithm and key. The algorithm is a mathematical converter or relation. The set of rules used in a coding
process is called the encryption algorithm. A key is used to convert the original information. This information is
unreadable and is known as coded message text. Since security is the main concern in the exchange of information,
the encryption algorithms are an important part of it [I]. Most encryption algorithms used today are only concerned
with security. Therefore, the performance is also essential for developing technologies. Today’s common algorithms
require high processing time and lack sufficient security. However, users who use a low bandwidth need an algorithm
that has low processing power. Algorithms that have a high level of security have more processing power than low-level
algorithms. Therefore, an optimal algorithm should be provided to provide users with security due to lower processing
and higher security levels. Therefore, this article focuses on security and seeks to raise the level of security in data
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exchange using a new encryption algorithm. This is done by applying fuzzy logic in a Huffman encryption algorithm so
that in this proposed algorithm, users will choose the key they want according to their needs. There are generally two
types of algorithms: symmetric key algorithms and asymmetric key algorithms. In symmetric key algorithms, a key is
used to encrypt and decode the message. Symmetric key encryption algorithms are referred to as secret key algorithms
or private key algorithms. However, in asymmetric key algorithms, one key is used to encrypt the message and the other
one is to decode it. Public key cryptography is an important class of asymmetric key algorithms. In these algorithms,
the encryption key is usually called the public key, as it can be accessed without compromising the confidentiality of
the message or the decryption key. The message decryption key is also called the private or secret key.

3.2 Fuzzy-Huffman hybrid encryption method

In this research, to achieve a secure coding, different techniques are used to enjoy real space with minimal processing
speed and thus speeding up the coding for a low energy storage network such as wireless sensor network along with the
highest security. According to the different techniques, making the key in this method is very simple and predetermined
but with the help of mapping equations provided to a random code, a code is considered for each message by each
receiver. Therefore, the proposed method is based on a symmetric key that can be changed per message and it depends
on the inherent characteristics of the message and the data. In this part, the proposed approach is clarified in detail.
An important feature of this method is that the message compression is performed optimally and intelligently and
power and energy losses are reduced for transmission. However, by combining Huffman coding with fuzzy logic, a limit
is achieved to encrypt the transmitted data, where Figure [4] represents a block diagram model for the proposed scheme
that is introduced in accordance with the form for the encryption mode.

huffmanfuzzywieght
07 number
= - of rapetition
= oota wioroort.....t1i0n | peegenr Npar.ay [ Zm
data canverier Gt el | l tuzzy controler
s w7
min
| pa |
| A B |
Heyd code |
mapping
st P~ Modifled )
Huffman 1
1110401 1101001
I Am kxx.xd | Encoder L !
fuzzy encodsr J coded and compressed dala

Figure 4: Block diagram of Huffman and fuzzy hybrid encoder

As shown in the Figure 4] the message or image information is initially loaded as an input. In this work, both text
and image inputs are simulated. This information is converted into binary packets that are prepared for transmitting
and processing of information. Therefore, from this point on, the binary data is dealt with. After converting the data to
binary code, the binary data is converted to three-bit packets and then transferred into the octal from the binary space.
Accordingly, there are data based on 0 to 7, for example the values of [24 7 --- 7 5] are observed. After converting
binary data to an octal base, the next block is achieved that shows the frequency of each number [012 34 5 6 7]. Using
a fuzzy control, after normalizing the frequency, the optimal compression weight of the Huffman algorithm is computed
and obtained. In this study, the fuzzy control is determined with Huffman fuzzy weight of Mamdani type in Figure [f]
In this block, the input and output weight functions are presented in the form shown in fuzzy rules in Table [2}

The obtained weight coefficients in this fuzzy function are used to compress the information and are sent to the
network with the packet to be used by the receiver to retrieve the information.
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Figure 6: Fuzzy encoder fuzzy logic block for assigning different mappings according to the proprietary key, (a). Takagi-
Sugeno system, (b). Input membership functions, (c). Output membership functions, (d). Fuzzy rules, (e). Output
Input feature.

3.3 Cryptography under fuzzy mapping

After determining the weight for elements 0 to 7 to compress, it is time to propose a solution to encrypt data based on
a complex encryption. Therefore, in this section, a mapping will be introduced that changes the octal code to its actual
mapped value. For this part, two numeric keys are defined for the system as public keys. These keys are defined by the
minimum values and the maximum number of frequencies obtained in the previous step, which are different values for
each data as follows: (Eq. (5)))

Special code = A x Key0 + B *x Keyl. (5)

The values of A and B are the minimum and maximum values of 0 to 7, respectively, for the transmitted message or
image and they vary for different data. The resulting key range is the numbers from zero to one, which will change with
the values of A and B. In this case, a fuzzy encoder system is defined for this research, which introduces non-identifiable
mappings for different values in the interval [0 and 1]. Table presents the rules governing this structure. Figure@ also
shows the fuzzy encoder structure for the Takagi-Sugeno type and input membership functions. The important point in
this proposed encryption method is to change the proprietary key for different message inputs so that the transmitter
itself does not know the proprietary key. In this paper, three domains are selected for the value of the proprietary key.
Accordingly, the number of mapping is increased by domains and the level of security is enhanced. The notable point
in this research is that in selecting the mappings changing the numbers and number mapping is arbitrary, which is
provided by a non-linear and unpredictable model that by increasing the proprietary key domain, the number of these
non-linear mappings is increased.
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Table 3: Fuzzy rules of mapping
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Figure 8: Simulink Display of the encoder and decoder system

In this section, with the development of mappings, the cryptography complexity is used despite the simplicity and
low processing of the system. After this step, the coded data is sent to the destination according to the defined path
and is then the received code is decoded by means of a decoder in accordance with Figure [7] According to this figure,
the reverse steps in the coding section are performed to obtain the packet. Therefore, in this structure, the received
data together with the weights and the key of the code are used based on the steps shown in the figure to reach the
original data code. In this set, the same key is used to obtain the key of the equation with respect to the minimum
and maximum values of 0 to 7. In these blocks, however, the decoders are used in the fuzzy and Huffman sections. For
the encryption and decoding performance correction in accordance with Figure [§] and Figure [9] it is investigated and
simulated for examples of data for different inputs and different proprietary key weights. After decoding, the resulting
code is in the octal basis. In the last section, the conversion block based on the binary is used to calculate the different
values. The output code is the binary code of the original data, which is eventually converted to the original data values
including the image or text.

4 Displaying encryption results

In this section, the results are presented in two sections. In this case, two types of text and image data are used.
Finally, the results for each section are examined and presented according to the mentioned coding program. In each
example, various images and texts have been tested and simulated, which results in the correct performance and speed
of information processing.
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Figure 9: Output display of the encoder and decoder function, (a). Display of encryption and decryption for w=1, (b).
Display of encryption and decryption for w=0.2.

Example 4.1. (Textual data example)

In the first example, the sent text is 'Hello, I'm a good student. sent by the proposed technique with the public key [10
and 3]. The information packet after one stage of encryption, converting into binary, 3-bit classification and octal code
formulation are as follows:

=N O ot O
= o N O
SO
[P I N N
W k= O NN
=Wk O
ok O W o
EN =N CREN IS
NN O
QU = DN
=W N
o =)

The information code after encryption under fuzzy mapping and the proposed keys are as follows.

7

B = O N~
W o O~
O O = W
O Wk =W
U O = =
W UL i g O
[SURISEEN I BN |
O, OO
[S2B N BN
N s =
SOy Ot
w = O

The coded code was finally obtained after compressing and re-coding the hybrid Hoffman-Fuzzy

The original code number to send before compression is 216 bits, which is reduced to 166 bits after compression,
and this is for a single-sentence text that covers 27 characters that by assigning one byte (eight bits) to each character,
the number of bits sent is greatly reduced. However, for longer texts, the difference between the original data size and
the coded data is greatly increased. On the other hand, the mapping applied under the introduced key causes a change
in the encryption structure of this text file, which will be uncoded without recognizing the proprietary key. Moreover,
determining this proprietary key for different terms and texts with different characters even with applying the same
public key so that the coder itself will not find the proprietary key for the text and the key will change by altering the
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O 1.0 0 1 00 1 0 1 1 1 0
10000010 1 010
001 100 000 0 0 1 0
01 1 1000 1 0 1 1 1
00 001 001 1 010
000101 101 1 00 0
100 1 00 1 1 1 1 10
001 1101 00 0 0 0 0
001 110000 0 0 0 0
100001 10 1 1 10
1 1.0 1 1001 1 00 0
1 11100 10 1 1 1 1
001 00 1 00 1 0 1 10
1 01 1 0 1 1 0 0

data. Now in the receiver, the data is decoded with the public key and the text features including the coded size, coded
data and compression weight; after that, the data is obtained as follows.

T 7 7 4 3 1 0 7 6 4 1 1 7
21 3 4 1 7 5 6 7 4 5 0
0 0 4 4 0 4 7 1 1 4 6 1
1 6 0 3 4 5 4 0 6 2 6 3
4 3 0 0 5 3 3 6

Decoding is done based on the proprietary key obtained in this example as m = 0.9298
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Now these codes are converted from octal to binary basis. Finally, the by coded test in the output is as follows:
’hello, © am a good student.’

Example 4.2. (Image data ezample)

In this section, the example is run for an image for encryption of the proposed method and the results are examined for
encryption with the public key [0 and 1]. Based on the encryption method defined in the previous section, the encryption
results of an image and finally the decoded image can be viewed. Figure shows a block diagram showing this part
of the program for a better understanding of the topic. The data defined in Figure is shown for an image. The
proprietary key obtained in this method is m = 0.0587 that varies for different images in this area. By changing the
key, the coded image will also change. In this figure, image a is the same as the original image for coding. After initial
processing of the image, a binary code is obtained, which is compressed and encoded by fuzzy mapping and converted to
image B. Now the final image after decoding is shown in Figure [I1lc which is similar to the original image in quality.

Figure [I3 has also tested another image sample.
—— huffman-ruzzy pinary 1o
decoding image con

image to
binary conv.

Figure 10: Display block diagram of the suggested layout for the image

hufman-fuzzy
coding

As can be seen:
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A- The original image B- Coded image C- The decoded image

Figure 11: Encryption and decryption of the image

A- The original image B- Coded image C- The decoded image

Figure 12: Encryption and decryption of the image

A- The original image B- Coded image  C- The decoded image

Figure 13: Encryption and decryption of the image
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Figure 14: Histogram representation of the cameraman image; A. Original image and B. decoded image

In this section, three image samples are used for testing. As can be seen in Figures [73 and[13 the original
images have changed completely after being coded and no clear images are visible. After the coded image is returned,
the result of the decoding output is the same as the original image with the least amount of change without loss of
information. Figures[T] and[I5 show the histogram of the tested images for the original and the decoded images. Based
on these figures, the complete similarity of these figures is shown under the histogram. The important point in this
method is the simultaneous use of security compression and encryption of data so that image data can be compressed
and stored as lossless. Moreover, in a systematic structure a security is considered for the compressed data that removes
access to individuals. Table[]] shows the information size changes under this compressed method.
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Figure 15: Histogram representation of the Lena image; A. Original image and B. decoded image

Table 4: Volume of the coded and decoded data

Sample dg;;?gi) d]zfg?]ii) Comg;sswn [3] Compression rate
Text 216 166 1.301 -
Lena 699052 495259 1.4115 -
Black and white | 699052 490000 1.4266 -
Cameraman 699052 494843 1.4126 1.32

5 Conclusion

Data security is a challenging task in IoT. Since all data is stored and maintained in the system, there is a need for
data security in IoT. The proposed approach provides security and compression for data and emphasizes the use of the
fuzzy Hoffman coding algorithm for compression and the use of fuzzy logic encryption for data security. The proposed
method uses a fuzzy logic mechanism based on the frequency of the symbols to determine Hoffman compression weights.
These symbols are derived from the classification of information codes that are moved by fuzzy logic for data security
under a dedicated key. The proposed method uses symmetric key encryption. In fact, it uses a public key for encryption
that based on the data structure, the number of symbols and this public key, a proprietary key that varies for each
data set is achieved and security encryption and decryption is done based on this key. The proposed method has been
tested under matlab2017b software for image and text information data and shows that it has been successful in data
compression and security.
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